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REVISION HISTORY 
Revision 
Number 

Document 
Revised Description of Change Release Date 

V2R8 Microsoft 
Windows 11 
STIG, V2R8 

- WN11-00-000010 - Revised Title and 
Discussion and removed NA statement from 
Check and Fix. 
- WN11-00-000015, WN11-00-000020, 
WN11-00-000030, WN11-00-000031, WN11-
00-000032 - Removed NA statement from 
Check. 
- WN11-00-000085 - Revised Check Text to 
clarify disabled accounts. 
- WN11-00-000250, WN11-AU-000581, 
WN11-AU-000582, WN11-AU-000584 - 
Removed requirement due to operational 
issues. 
- WN11-AC-000020 - Revised Check and Fix 
text for registry location when managed by 
Intune. 
- WN11-CC-000063 - Added statements to 
Check and Fix clarifying results to expect 
from command. 
- WN11-CC-000065, WN11-CC-000197 - 
Removed requirement due to technical 
changes to Windows 11. 
- WN11-CC-000070, WN11-CC-000080 - 
Removed NA statement from Check and Fix. 
- WN11-CC-000075 - Revised Title and 
removed NA statement from Check and Fix. 
- WN11-CC-000195 - Revised Discussion, 
Check, and Fix for registry location when 
managed by Intune. 
- WN11-CC-000205, WN11-CC-000206, 
WN11-CC-000252, WN11-CC-000260, 
WN11-CC-000305, WN11-CC-000365, 
WN11-CC-000385, WN11-SO-000230 - 
Revised Discussion, Check and Fix text for 
registry location when managed by Intune. 
- WN11-PK-000005 - Revised Check and Fix 
text to remove CA 4 Cert from list of 
required DOD Root CA certificates. 
- WN11-PK-000010 - Revised Check and Fix 
text to add CA 5 Cert to list of possible DOD 
Root CA certificates. 
- WN11-SO-000075 - Added Notes to Check 
and Fix for use of CSP configuration. 

01 July 2026 
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- WN11-SO-000280 - Clarified Check Text 
for use cases unable to implement LAPS. 
- WN11-UR-000005, WN11-UR-000010, 
WN11-UR-000015, WN11-UR-000025, 
WN11-UR-000030, WN11-UR-000035, 
WN11-UR-000040, WN11-UR-000045, 
WN11-UR-000050, WN11-UR-000055, 
WN11-UR-000060, WN11-UR-000065, 
WN11-UR-000070, WN11-UR-000075, 
WN11-UR-000080, WN11-UR-000085, 
WN11-UR-000090, WN11-UR-000095, 
WN11-UR-000100, WN11-UR-000110, 
WN11-UR-000120, WN11-UR-000125, 
WN11-UR-000130, WN11-UR-000140, 
WN11-UR-000145, WN11-UR-000150, 
WN11-UR-000160, WN11-UR-000165 - 
Updated OVAL logic to use "userrights" 
OVAL elements replacing deprecated 
"accesstoken" OVAL elements. 

V2R8 Microsoft 
Windows 11 
STIG, V2R7 

- WN11-00-000010, WN11-00-000015, 
WN11-00-000020, WN11-00-000030, WN11-
00-000031, WN11-00-000032, WN11-00-
000250, WN11-CC-000070, WN11-CC-
000075, WN11-CC-000080 - Revised Title 
and removed NA statement from Check. 
- WN11-00-000085 - Revised Check Text to 
clarify disabled accounts. 
- WN11-AC-000020 - Revised Check and Fix 
text for registry location when managed by 
Intune. 
- WN11-AU-000581, WN11-AU-000582, 
WN11-AU-000584 - Removed requirement 
due to operational issues. 
- WN11-CC-000063 - Added statements to 
Check and Fix clarifying results to expect 
from command. 
- WN11-CC-000065, WN11-CC-000197 - 
Removed requirement due to technical 
changes to Windows 11. 
- WN11-CC-000195, WN11-CC-000205, 
WN11-CC-000206, WN11-CC-000252, 
WN11-CC-000260, WN11-CC-000305, 
WN11-CC-000365, WN11-CC-000385, 

01 July 2026 



UNCLASSIFIED 
Microsoft Windows 11 STIG Revision History, V2R8 DISA 
01 July 2026 Developed by DISA for the DOD 

3 
UNCLASSIFIED 

REVISION HISTORY 
Revision 
Number 

Document 
Revised Description of Change Release Date 

WN11-SO-000230 - Revised Discussion, 
Check and Fix text for registry location when 
managed by Intune. 
- WN11-PK-000005, WN11-PK-000010 - 
Revised Check and Fix text to remove CA 4 
Cert from list of required  DoD Root CA 
certificates. 
- WN11-SO-000075 - Added Note to 
Discussion text for use of CSP configuration. 
- WN11-SO-000280 - Clarified Check Text 
for use cases unable to implement LAPS. 
- WN11-UR-000005, WN11-UR-000010, 
WN11-UR-000015, WN11-UR-000025, 
WN11-UR-000030, WN11-UR-000035, 
WN11-UR-000040, WN11-UR-000045, 
WN11-UR-000050, WN11-UR-000055, 
WN11-UR-000060, WN11-UR-000065, 
WN11-UR-000070, WN11-UR-000075, 
WN11-UR-000080, WN11-UR-000085, 
WN11-UR-000090, WN11-UR-000095, 
WN11-UR-000100, WN11-UR-000110, 
WN11-UR-000120, WN11-UR-000125, 
WN11-UR-000130, WN11-UR-000140, 
WN11-UR-000145, WN11-UR-000150, 
WN11-UR-000160, WN11-UR-000165 - 
Updated OVAL logic to use "userrights" 
OVAL elements replacing deprecated 
"accesstoken" OVAL elements. 

V2R7 - Microsoft 
Windows 11 
STIG, V2R6 

- WN11-00-000025 - Removed requirement. 
- WN11-00-000031 - Updated language in the 
Fix for clarification. 
- WN11-00-000045 - Removed references to 
a specific product solution (e.g., ESS). 
- WN11-AU-000505 - Updated log minimum 
size to store at least one week's worth of audit 
records. 

01 April 2026 
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V2R6 - Microsoft 
Windows 11 
STIG, V2R5 

- WN11-00-000126 - Added requirement to 
block consumer account user authentication. 
- WN11-00-000155 - Added NA statement 
for Windows 11 version 24H2 and newer. 
- WN11-00-000210 - Updated Check and Fix 
to include registry information. 
- WN11-00-000220 - Combined with WN11-
00-000210. 
- WN11-SO-000005, WN11-AU-000550 - 
Removed unnecessary requirement. 

05 January 2026 

V2R5 - Microsoft 
Windows 11 
STIG, V2R4 

- WN11-00-000125 - Updated Copilot Check 
and Fix guidance. 
- WN11-00-000145 - Removed deprecated 
requirement. 
- WN11-AU-000581 - Added requirement to 
configure the policy value for Computer 
Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy 
Configuration >> System Audit Policies >> 
Object Access >> “Audit File System” with 
“Failure” selected. 
- WN11-AU-000582 - Added requirement to 
configure the policy value for Computer 
Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy 
Configuration >> System Audit Policies >> 
Object Access >> “Audit File System” with 
“Success” selected. 
- WN11-AU-000583 - Added requirement to 
configure the policy value for Computer 
Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy 
Configuration >> System Audit Policies >> 
Object Access >> “Audit Handle 
Manipulation” with “Failure” selected. 
- WN11-AU-000584 - Added requirement to 
configure the policy value for Computer 
Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy 
Configuration >> System Audit Policies >> 
Object Access >> “Audit Handle 
Manipulation” with “Success” selected. 

01 October 2025 
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- WN11-AU-000586 - Added requirement to 
configure the policy value for Computer 
Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy 
Configuration >> System Audit Policies >> 
Object Access >> “Audit Registry” with 
“Success” selected. 
- WN11-AU-000587 - Added requirement to 
configure the policy value for Computer 
Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy 
Configuration >> System Audit Policies >> 
Privilege Use >> “Audit Sensitive Privilege 
Use” with “Success” selected. 
- WN11-AU-000588 - Added requirement to 
configure the policy value for Computer 
Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy 
Configuration >> System Audit Policies >> 
Privilege Use >> “Audit Sensitive Privilege 
Use” with “Failure” selected. 
- WN11-AU-000589 - Added requirement to 
configure the policy value for Computer 
Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy 
Configuration >> System Audit Policies >> 
Object Access >> “Audit Registry” with 
“Failure” selected. 
- WN11-CC-000063 - Added to Check Text 
MDM check Get-Service -Name 
“IntuneManagementExtension”. 
- WN11-UR-000110 - Added “Restricted 
Services/PrintSpoolerService” to the Check 
and Fix. 
- Rule numbers updated throughout due to 
changes in the content management system. 

V2R4 - Microsoft 
Windows 11 
STIG, V2R3 

- WN11-CC-000007 - Updated Check and 
Fix. 
- WN11-SO-000251 - Updated Check. 

02 July 2025 
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V2R3 - Microsoft 
Windows 11 
STIG, V2R2 

- WN11-CC-000063 - Updated Check to 
include NA statement for standalone, 
nondomain joined systems. 
- WN11-PK-000020 - Updated US DOD 
CCEB Interoperability Root CA. 
- WN11-SO-000167 - Updated Check text for 
user right exception. 
- Removed duplicate CCIs throughout. 

02 April 2025 

V2R2 - Microsoft 
Windows 11 
STIG, V2R1 

- WN11-00-000040 - Updated Check and Fix 
text to reference Windows 11 Version 22H2. 
- WN11-00-000095 - Removed File Explorer 
wording. Added SID. 
- WN11-00-000125- Added new requirement 
to disable Copilot Windows 11. 
- WN11-CC-000063 – Added MDM 
requirement for Windows 11.  
- WN11-SO-000280 - Removed Check Text 
referring to management of the Administrator 
account. 

15 November 2024 

V2R1 - Microsoft 
Windows 11 
STIG, V1R5 

- WN11-00-000025, WN11-00-000065, 
WN11-00-000090, WN11-00-000260, WN11-
AC-000020, WN11-AC-000025, WN11-AC-
000030, WN11-AC-000035, WN11-AC-
000040, WN11-AC-000045, WN11-AU-
000045, WN11-AU-000050, WN11-CC-
000145, WN11-CC-000150, WN11-CC-
000270, WN11-CC-000280, WN11-CC-
000310, WN11-CC-000315, WN11-CC-
000355, WN11-SO-000195, WN11-SO-
000245, WN11-SO-000255, WN11-SO-
000270, WN11-SO-000280 - Updated based 
on NIST SP 800-53 Rev. 5 changes.  
 
- Because this is a major revision, version 
numbers were incremented to the next whole 
number. 
- Rule numbers updated throughout due to 
changes in the content management system. 

24 July 2024 
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V1R5 - Microsoft 
Windows 11 
STIG, V1R4 

- WN11-00-000260 - Updated Fix with new 
web link. 
- WN11-00-000395 - Added requirement to 
disable port proxying. 
- WN11-AU-000585 - Added requirement to 
enable command line process auditing for 
failures. 
- WN11-PK-000005 - Updated certificate 
type DoD CA 6. 
- WN11-CC-000055, WN11-SO-000035, 
WN11-SO-000040, WN11-SO-000045, 
WN11-SO-000060, WN11-SO-000100, 
WN11-SO-000120 - Rule IDs updated due to 
changes in content management system. 
- WN11-SO-000280 - Revised Fix Text. 

09 November 2023 

V1R4 - Microsoft 
Windows 11 
STIG, V1R3 

- WN11-SO-000280 - Updated Discussion 
and Fix Text. 

07 June 2023 

V1R3 - Microsoft 
Windows 11 
STIG, V1R2 

- WN11-00-000035 - In Check and Fix, 
revised link for AppLocker Deployment 
Guide. 
- WN11-00-000085 - Revised Check to add 
that for standalone or nondomain-joined 
systems, this is Not Applicable. 
- WN11-00-000250 - Revised Check to state 
the requirement is Not Applicable for a 
system that is not a nonpersistent VM and for 
Azure Virtual Desktop implementations with 
no data at rest. 
- WN11-CC-000055 - Revised settings in 
Check. 
- WN11-CC-000391 - Added a requirement 
to disable Internet Explorer. 
- WN11-PK-000005, WN11-PK-000010 - 
Revised Fix to add PKI link for DOD 
certificates.  
- WN11-PK-000015, WN11-PK-000020 - 
Revised Check and Fix to reflect updated 
certificates and added PKI link for DOD 
certificates to Fix. 
- WN11-SO-000251 - Revised Check to state 
that if the system is “not” a member of a 
domain, this is Not Applicable. 

11 May 2023 
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- Some Rule IDs updated due to changes in 
the content management system. 
- Addressed as needed issues of STIG style 
compliance. 

V1R2 - Microsoft 
Windows 11 
STIG, V1R1 

- WN11-AC-000035 - Revised Rule Title, 
Check, and Fix to reflect a minimum of 14 
password characters instead of 15 to 
accommodate GPO.  
- WN11-CC-000205 - Removed last sentence 
in the Discussion: “This requires the 
configuration of an additional setting 
available with v1709 and later of Windows 
11.” 
- WN11-UR-000035 - Revised Rule Title and 
Discussion to clarify that the “Change system 
time” user right must only be assigned to 
Administrators and Local Service. 
- Some Rule IDs and CCIs updated due to 
minor changes in content management 
system. 

14 November 2022 

V1R1 - NA - Initial Release. 07 July 2022 

 


