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Revision | Document
Number Revised
VIRS - VMware VMware vSphere 6.7 EAM Tomcat STIG, | 26 July 2023
vSphere 6.7 | VIR4:

STIG, VIR4 | - VCEM-67-000999 - Added requirement to
sunset STIG.

- Rule numbers updated due to changes in
content management system.

Description of Change Release Date

VMware vSphere 6.7 ESXi STIG, V1R3:
- ESX1-67-000999 - Added requirement to
sunset STIG.

- Rule numbers updated due to changes in
content management system.

VMware vSphere 6.7 Perfcharts Tomcat
STIG, V1R3:

- VCPF-67-000999 - Added requirement to
sunset STIG.

- Rule numbers updated due to changes in
content management system.

VMware vSphere 6.7 Photon OS STIG,
V1Re6:

- PHTN-67-000999 - Added requirement to
sunset STIG.

- Rule numbers updated due to changes in
content management system.

VMware vSphere 6.7 PostgreSQL STIG,
VIR2:

- VCPG-67-000025 - Replaced requirement
with VCPG-67-000999.

- VCPG-67-000999 - Added requirement to
sunset STIG.

- Rule numbers/discussions updated due to
changes in content management system.

VMware vSphere 6.7 RhttpProxy STIG,

V1R3:

- VCRP-67-000999 - Added requirement to
sunset STIG.

- Rule numbers/discussions updated due to

changes in content management system.
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Release Date

VMware vSphere 6.7 STS Tomcat STIG,
V1R3:

- VCST-67-000999 - Added requirement to
sunset STIG.

- Rule numbers/discussions updated due to
changes in content management system.

VMware vSphere 6.7 UI Tomcat STIG,
V1R3:

- VCUI-67-000999 - Added requirement to
sunset STIG.

- Rule numbers/discussions updated due to
changes in content management system.

VMware vSphere 6.7 VAMI-lighttpd STIG,
V1R3:

- VCLD-67-000999 - Added requirement to
sunset STIG.

- Rule numbers/discussions updated due to
changes in content management system.

VMware vSphere 6.7 vCenter STIG, V1R4:
- VCTR-67-000999 - Added requirement to
sunset STIG.

- Rule numbers/discussions updated due to
changes in content management system.

VMware vSphere 6.7 Virgo-Client STIG,
VI1R2:

- VCFL-67-000999 - Added requirement to
sunset STIG.

- Rule numbers/discussions updated due to
changes in content management system.

VMware vSphere 6.7 Virtual Machine
STIG, VIR3:

- VMCH-67-000999 - Added requirement to
sunset STIG.

- VMware
vSphere 6.7,
VIR3

VMware vSphere 6.7 Photon OS, VIRS:
- PHTN-67-000021, PHTN-67-000031,
PHTN-67-000052, PHTN-67-000075, PHTN-

27 October 2022
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Release Date

67-000117 - Added a note to check to state
reboot is required.

- PHTN-67-000082 - Removed requirement.
- “V1R4” was inadvertently skipped for this
STIG. Release numbers will continue with
V1RS5 and forward as shown here.

VMware vSphere 6.7 vCenter, VIR3:

- VCTR-67-000009 - Modified check and fix.

VMware vSphere 6.7 EAM Tomcat, VIR3:

- No change this release.

VMware vSphere 6.7 ESXi, VIR2:
- No change this release.

VMware vSphere 6.7 Perfcharts Tomcat,
V1R2:
- No change this release.

VMware vSphere 6.7 PostgreSQL, VIR1:
- No change with this release.

VMware vSphere 6.7 RhttpProxy, VIR2:
- No change this release.

VMware vSphere 6.7 STS Tomcat, VIR2:
- No change this release.

VMware vSphere 6.7 Ul Tomcat, VIR2:
- No change this release.

VMware vSphere 6.7 VAMI-lighttpd,
VI1R2:
- No change this release.

VMware vSphere 6.7 Virgo-Client, V1R1:
- No change with this release.

VMware vSphere 6.7 Virtual Machine,
VIR2:
- No change this release.
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VIR3 - VMware VMware vSphere 6.7 Photon OS, V1R3: 27 April 2022
vSphere 6.7, | - PHTN-67-000012, PHTN-67-000071 -
VIR2 Altered check/fix content.

- PHTN-67-000021 - Rule ID changed due to
update in content management system.

VMware vSphere 6.7 EAM Tomcat, VIR3:
- No change this release.

VMware vSphere 6.7 ESXi, VIR2:
- No change this release.

VMware vSphere 6.7 Perfcharts Tomcat,
V1R2:
- No change this release.

VMware vSphere 6.7 PostgreSQL, V1R1:
- No change with this release.

VMware vSphere 6.7 RhttpProxy, VIR2:
- No change this release.

VMware vSphere 6.7 STS Tomcat, VIR2:
- No change this release.

VMware vSphere 6.7 Ul Tomcat, VIR2:
- No change this release.

VMware vSphere 6.7 VAMI-lighttpd,
VI1R2:
- No change this release.

VMware vSphere 6.7 vCenter, V1R2:
- No change this release.

VMware vSphere 6.7 Virgo-Client, VIR1:
- No change with this release.

VMware vSphere 6.7 Virtual Machine,
V1R2:
- No change this release.
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VIR2

- VMware
vSphere 6.7,
VIR1

VMware vSphere 6.7 EAM Tomcat, VIR2:
- VCEM-67-000021 - Updated Check/Fix.
- VCEM-67-000026 - Updated Check.

VMware vSphere 6.7 ESXi, V1R2:

- ESX1-67-000038 - Updated Check.

- ESX1-67-000040 - Revised NA statement in
Check.

- ESX1-67-000044 - Updated finding
statement in Check.

- ESXI-67-100004 - Removed requirement.

- ESX1-67-100010 - Updated Check/Fix.

VMware vSphere 6.7 Perfcharts Tomcat,
V1R2:

- VCPF-67-000004, VCPF-67-000028 -
Updated Fix.

- VCPF-67-000005 - Updated Check.

- VCPF-67-000020 - Updated Check/Fix.

- VCPF-67-000023 - Revised Rule Title and
Check.

VMware vSphere 6.7 Photon OS, V1R2:

- PHTN-67-000001, PHTN-67-000012,
PHTN-67-000020, PHTN-67-000037, PHTN-
67-000040, PHTN-67-000045, PHTN-67-
000046, PHTN-67-000047, PHTN-67-
000056, PHTN-67-000071, PHTN-67-
000072, PHTN-67-000073, PHTN-67-000074
- Updated Check/Fix.

- PHTN-67-000009 - Updated Check.

- PHTN-67-000021, PHTN-67-000022,
PHTN-67-000023, PHTN-67-000024, PHTN-
67-000025, PHTN-67-000029, PHTN-67-
000031, PHTN-67-000052, PHTN-67-
000075, PHTN-67-000104, PHTN-67-
000105, PHTN-67-000106, PHTN-67-
000107, PHTN-67-000108, PHTN-67-
000109, PHTN-67-000110, PHTN-67-
000111, PHTN-67-000112, PHTN-67-
000113, PHTN-67-000117 - Updated Fix.

08 February 2022
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- PHTN-67-000033 - Updated finding
statement in Check

- PHTN-67-000044 - Added requirement.

- PHTN-67-000067 - Updated Rule Title.

- PHTN-67-000121 - Removed requirement.

VMware vSphere 6.7 RhttpProxy, VIR2:
- VCRP-67-000004 - Updated Check.

VMware vSphere 6.7 STS Tomcat, V1R2:
- Added connection note to ALL STS Tomcat
requirements.

- VCST-67-000005, VCST-67-000012,
VCST-67-000021 - Updated Check/Fix.

- VCST-67-000010 - Updated Fix.

VMware vSphere 6.7 Ul Tomcat, VIR2:
- VCUI-67-000001, VCUI-67-000005 -
Updated Check/Fix.

- VCUI-67-000025 - Updated Check.

VMware vSphere 6.7 VAMI-lighttpd,
V1R2:

- Added note to change shell in ALL VAMI
Checks.

- VCLD-67-000001, VCLD-67-000002 -
Updated Vulnerability Discussion.

- VCLD-67-000011, VCLD-67-000015,
VCLD-67-000028 - Updated Check.

- VCLD-67-000018 - Updated rule title.

VMware vSphere 6.7 vCenter, V1R2:

- VCTR-67-000007, VCTR-67-000012,
VCTR-67-000013 VCTR-67-000014, VCTR-
67-000015, VCTR-67-000016, VCTR-67-
000018, VCTR-67-000019, VCTR-67-000020
- Added NA statement to Check.

- VCTR-67-000053 - Removed requirement

- VCTR-67-000057 - Updated Check/Fix.

VMware vSphere 6.7 Virtual Machine,
V1R2:
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- VMCH-67-000005, VMCH-67-000024 -
Updated Check.

VMware vSphere 6.7 PostgreSQL, VIR1:

- No change with this release.

VMware vSphere 6.7 Virgo-Client, VIR1:
- No change with this release.

- Initial Release

09 March 2022
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