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Revision
Number

Document
Revised

Description of Change

Release Date

V2R4

- VMware
vSphere 6.5
STIG, V2R3

VMware vSphere 6.5 ESXi STIG, V2R4:
- ESXI-65-000999 - Added requirement to
sunset STIG.

- Rule numbers updated due to changes in
content management system.

VMware vSphere 6.5 vCenter Server for
Windows STIG, V2R3:

- VCWN-65-000999 - Added requirement to
sunset STIG.

- Rule numbers updated due to changes in
content management system.

VMware vSphere 6.5 Virtual Machine
STIG, V2R2:

- VMCH-65-000999 - Added requirement to
sunset STIG.

26 July 2023

V2R3

- VMware
vSphere 6.5
STIG, V2R2

VMware vSphere 6.5 ESXi STIG, V2R3:
- ESX1-65-000049 - Reinstated requirement.

VMware vSphere 6.5 Virtual Machine
STIG, V2R1:
- VMCH-65-000049 - Added NA statement.

VMware vSphere 6.5 vCenter Server for
Windows STIG, V2R2:
- No change in this quarter.

27 October 2021

V2R2

- VMware
vSphere 6.5
STIG, V2R1

VMware vSphere 6.5 ESXi STIG, V2R2:
- ESXI-65-000010 - Altered cipher string
order.

VMware vSphere 6.5 vCenter Server for
Windows STIG, V2R2:

- VCWN-65-000030 - Revised finding
statement.

VMware vSphere 6.5 Virtual Machine
STIG, V1R2:
- No change in this quarter.

23 July 2021

V2RI

- VMware
vSphere 6.5
STIG, VIR4

DISA migrated the VMware vSphere 6.5
STIG to a new content management system.
The new content management system

22 January 2021
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renumbered all Groups (V-numbers) and
Rules (SV-numbers). With the new Group
and Rule numbers, DISA incremented the
version number from V1R4 to V2R1.

VMware vSphere 6.5 ESXi STIG, V2R1:
- ESXI-65-000078 - Modified to state any
approved certificate.

VMware vSphere 6.5 vCenter Server for
Windows STIG, V2R1:

- VCWN-65-000058 - Modified to state any
approved certificate.

VMware vSphere 6.5 Virtual Machine
STIG, V1R2:

- No change in this quarter.

- VMware VMware vSphere 6.5 ESXi, V1R4: 24 April 2020
vSphere 6.5 | - V-100543 - Reinstated requirement.

STIG, V1IR3 | - V-94481, V-94483 - Removed deprecated
settings.

- V-94507, V-94509, V-94511, V-94529, V-
94531, V-94533, V-94535, V-94543, V-
94545, V-94547, V-94549 - Removed
duplicates.

VMware vSphere 6.5 vCenter Server for
Windows STIG, V1R3:

- V-94839, V-94841, V-94757 - Altered
check/fix.

VMware vSphere 6.5 Virtual Machine
STIG, V1R2:

- No change in this quarter.

- VMware VMware vSphere 6.5 ESXi STIG, VIR3: | 24 January 2020
vSphere 6.5 | - V-94505, V-94507, V-94529,

STIG, VIR2 | V-94531, V-94543, V-94545 - Added N/A
statement when host profiles are not used to
join AD.

- V-94349 - Modified check/fix.
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VMware vSphere 6.5 vCenter Server for
Windows STIG, VI1R2:

- V-94775 - Adjusted permissions.

- V-94801 - Modified syntax.

VMware vSphere 6.5 Virtual Machine
STIG, V1R2:

- No change in this quarter.

- VMware VMware vSphere 6.5 ESXI STIG, VIR2: | 25 October 2019
vSphere 6.5 | - V-94491, V-94493, V-94495, V-94497,
STIG, VIRI | V-94499, V-94501, V-94503, V-94513,
V-94515, V-94517, V-94519, V-94521,
V-94523, V-94525, V-94527, V-94537,
V-94539, V-94541, V-94551, V-94553,
V-94555, V-94557, V-94049 - Removed
multiple duplicate requirements in ESXi
STIG.

- V-94485- Removed deprecated
requirement

VMware vSphere 6.5 Virtual Machine
STIG, V1R2:

- V-94573 - Adjusted syntax.

- V-94641, V-94643, V-94645 - Removed
multiple duplicate requirements in VMM
STIG.

VMware vSphere 6.5 vCenter Server for
Windows STIG, VIR1:

- No change in this quarter.

- Initial Release.
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