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- UEM Agent SRG,
V2R1

- UEM Server SRG
V2R4

5

- Changed DOD to DoW throughout.

UEM Agent SRG, V2R2:

- SRG-APP-000089-UEM-100002, SRG-APP-
000089-UEM-100004, SRG-APP-000089-UEM-
100012, SRG-APP-000097-UEM-100005, SRG-
APP-000176-UEM-100001, SRG-APP-000358-
UEM-100013 - Updated MDM Agent STIG
template references in the SRG VulDiscussion.
- SRG-APP-000555-UEM-100014 - Updated
MDM Agent STIG template references in the
SRG VulDiscussion. Removed references to
FIPS 140-2 in Title, VulDiscussion, Check, and
Fix.

UEM Server SRG, V2R5:

- SRG-APP-000001-UEM-000001, SRG-APP-
000002-UEM-000002, SRG-APP-000003-UEM-
000003, SRG-APP-000004-UEM-000004, SRG-
APP-000005-UEM-000005, SRG-APP-000025-
UEM-000014, SRG-APP-000026-UEM-000015,
SRG-APP-000027-UEM-000016, SRG-APP-
000028-UEM-000017, SRG-APP-000029-UEM-
000018, SRG-APP-000065-UEM-000036, SRG-
APP-000068-UEM-000037, SRG-APP-000069-
UEM-000038, SRG-APP-000080-UEM-000044,
SRG-APP-000089-UEM-000049, SRG-APP-
000089-UEM-000050, SRG-APP-000090-UEM-
000051, SRG-APP-000091-UEM-000052, SRG-
APP-000092-UEM-000053, SRG-APP-000095-
UEM-000055, SRG-APP-000096-UEM-0000506,
SRG-APP-000097-UEM-000057, SRG-APP-
000098-UEM-000058, SRG-APP-000099-UEM-
000059, SRG-APP-000100-UEM-000060, SRG-
APP-000101-UEM-000061, SRG-APP-000108-
UEM-000062, SRG-APP-000116-UEM-000067,
SRG-APP-000118-UEM-000068, SRG-APP-
000119-UEM-000069, SRG-APP-000120-UEM-
000070, SRG-APP-000125-UEM-000074, SRG-
APP-000131-UEM-000076, SRG-APP-000133-
UEM-000078, SRG-APP-000141-UEM-000079,
SRG-APP-000142-UEM-000080, SRG-APP-
000148-UEM-000082, SRG-APP-000149-UEM-
000083, SRG-APP-000151-UEM-000085, SRG-
APP-000153-UEM-000087, SRG-APP-000156-
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UEM-000090, SRG-APP-000157-UEM-000091,
SRG-APP-000164-UEM-000094, SRG-APP-
000165-UEM-000095, SRG-APP-000166-UEM-
000096, SRG-APP-000167-UEM-000097, SRG-
APP-000168-UEM-000098, SRG-APP-000169-
UEM-000099, SRG-APP-000171-UEM-000101,
SRG-APP-000172-UEM-000102, SRG-APP-
000174-UEM-000104, SRG-APP-000175-UEM-
000105, SRG-APP-000175-UEM-000106, SRG-
APP-000176-UEM-000107, SRG-APP-000177-
UEM-000108, SRG-APP-000178-UEM-000109,
SRG-APP-000179-UEM-000110, SRG-APP-
000191-UEM-000117, SRG-APP-000191-UEM-
000118, SRG-APP-000191-UEM-000119, SRG-
APP-000219-UEM-000132, SRG-APP-000226-
UEM-000137, SRG-APP-000266-UEM-000151,
SRG-APP-000267-UEM-000152, SRG-APP-
000275-UEM-000157, SRG-APP-000291-UEM-
000165, SRG-APP-000292-UEM-000166, SRG-
APP-000293-UEM-000167, SRG-APP-000294-
UEM-000168, SRG-APP-000295-UEM-000169,
SRG-APP-000296-UEM-000170, SRG-APP-
000319-UEM-000192, SRG-APP-000320-UEM-
000193, SRG-APP-000329-UEM-000202, SRG-
APP-000343-UEM-000216, SRG-APP-000345-
UEM-000218, SRG-APP-000358-UEM-000228,
SRG-APP-000374-UEM-000244, SRG-APP-
000378-UEM-000249, SRG-APP-000380-UEM-
000251, SRG-APP-000381-UEM-000252, SRG-
APP-000383-UEM-000254, SRG-APP-000395-
UEM-000266, SRG-APP-000427-UEM-000298,
SRG-APP-000427-UEM-000299, SRG-APP-
000427-UEM-000300, SRG-APP-000427-UEM-
000501, SRG-APP-000427-UEM-000502, SRG-
APP-000439-UEM-000313, SRG-APP-000472-
UEM-000347, SRG-APP-000474-UEM-000349,
SRG-APP-000492-UEM-000367, SRG-APP-
000495-UEM-000370, SRG-APP-000496-UEM-
000371, SRG-APP-000499-UEM-000374, SRG-
APP-000501-UEM-000376, SRG-APP-000503-
UEM-000378, SRG-APP-000504-UEM-000379,
SRG-APP-000505-UEM-000380, SRG-APP-
000506-UEM-000381, SRG-APP-000507-UEM-
000382, SRG-APP-000508-UEM-000383, SRG-
APP-000509-UEM-000384, SRG-APP-000515-
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UEM-000390, SRG-APP-000516-UEM-000392,
SRG-APP-000580-UEM-000398, SRG-APP-
000605-UEM-000401, SRG-APP-000610-UEM-
000402, SRG-APP-001035-UEM-000408 -
Updated SFR and/or STIG template reference in
VulDiscussion.

- SRG-APP-000014-UEM-000009 - Removed
SFR and/or STIG template reference in
VulDiscussion.

- SRG-APP-000142-UEM-000081 - Removed
requirement from SRG.

- SRG-APP-000514-UEM-000389, SRG-APP-
000555-UEM-000393 - Updated SFR and/or
STIG template reference; removed FIPS 140-2 in
Title, VulDiscussion, Check, and Fix.

- SRG-APP-000560-UEM-000394 - Updated
SFR and/or STIG template reference; removed
old TLS versions in Title and VulDiscussion.

- SRG-APP-000585-UEM-000399 - Removed
TLS 1.1 in VulDiscussion.

~UEM Server SRG,
V2R3

- UEM Agent SRG,
V1R1

- UEM Server SRG, V2R4:

- SRG-APP-000514-UEM-000389, SRG-APP-
000555-UEM-000393 - Updated for Zero Trust.
- SRG-APP-000456-UEM-000330 - Updated 30-
day requirement.

- SRG-APP-001035-UEM-000408 - Added
vendor support requirement.

UEM Agent SRG, V2R1:

- SRG-APP-000555-UEM-100014 - Updated for
Zero Trust and FIPS 140-3.

- Rule numbers updated due to changes in
content management system.

28 October 2025

- UEM Setrver SRG,
V2R2

- SRG-APP-000170-UEM-000100 - Revised Rule
Title, Check, and Fix.

- Rule numbers updated due to changes in
content management system.

30 January 2025

- UEM Server SRG,
V2R1

- SRG-APP-000191-UEM-000117, SRG-APP-
000191-UEM-000118, SRG-APP-000191-UEM-
000119, SRG-APP-000329-UEM-000202 -
Changed status from Not Applicable to
Applicable-Configurable and revised CCI
numbers.

10 October 2024
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- SRG-APP-000165-UEM-000095 - Rule number
updated due to changes in content management
system.

- UEM Server SRG, - Revision History format for multipart STIGs 24 July 2024
VIR2 revised to ensure clarity in the versioning.

UEM Server SRG, V2R1:

- SRG-APP-000004-UEM-000004, SRG-APP-
000131-UEM-000076, SRG-APP-000151-UEM-
000085, SRG-APP-000152-UEM-000086, SRG-
APP-000153-UEM-000087, SRG-APP-000154-
UEM-000088, SRG-APP-000155-UEM-000089,
SRG-APP-000157-UEM-000091, SRG-APP-
000164-UEM-000094, SRG-APP-000165-UEM-
000095, SRG-APP-000166-UEM-000096, SRG-
APP-000167-UEM-000097, SRG-APP-000168-
UEM-000098, SRG-APP-000169-UEM-000099,
SRG-APP-000170-UEM-000100, SRG-APP-
000171-UEM-000101, SRG-APP-000174-UEM-
000104, SRG-APP-000186-UEM-000115, SRG-
APP-000291-UEM-000165, SRG-APP-000292-
UEM-000166, SRG-APP-000293-UEM-000167,
SRG-APP-000294-UEM-000168, SRG-APP-
000320-UEM-000193, SRG-APP-000378-UEM-
000248, SRG-APP-000378-UEM-000249, SRG-
APP-000381-UEM-000252, SRG-APP-000389-
UEM-000260, SRG-APP-000401-UEM-000272,
SRG-APP-000427-UEM-000502, SRG-APP-
000427-UEM-000501, SRG-APP-000427-UEM-
000500 - Updated based on NIST SP 800-53 Rev.
5 changes.

- SRG-APP-000163-UEM-000093, SRG-APP-
000173-UEM-000103, SRG-APP-000377-UEM-
000247, SRG-APP-000390-UEM-000261 -
Changed to NA based on NIST SP 800-53 Rev. 5
changes.

- Because this is a major revision, version
numbers were incremented to the next whole

numbet.
- Rule numbers updated throughout due to
changes in content management system.
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- UEM Server | UEM Server SRG, VI1R2: 27 April 2023
SRG, V1R1 - SRG-APP-000427-UEM-000500 - Added

new requirement from the MDM Protection
Profile (FMT_POL_EXT.1.1).

- Rule keys updated due to changes in content
management system.

- Initial Release. 20 November 2020
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