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REVISION HISTORY

Revision
Number

Document
Revised

Description of Change

Release Date

VIRG6

- Oracle
Database 19c¢
Overview

- Removed Database SRG version number
from Overview.

30 September 2026

- Oracle
Database 19c¢
STIG, V1R5

- O19C-00-009200 - Fixed syntax error in
the Check text script.

- O19C-00-009200 - Updated the parameter
to work with RAC in Fix.

- 0O19C-00-009300 - Updated global
parameter in Check and updated Fix to work
with RAC.

- 0O19C-00-009500, O19C-00-009700 -
Reworked to exclude
ORACLE_MAINTAINED accounts.

- O19C-00-009600 - Reworked to check
CDB PUBLIC settings.

- 019C-00-014700 - Changed max password
age from 60 to 180 days (DSPAV update).

- 019C-00-016800 - Changed script to show
all the tablespaces with the encryption
information instead of just the encrypted
tablespaces.

- 019C-00-016900 - Changed requirement to
CAT L

- Requirements were updated throughout to
reflect the change from DOD to DoW.

30 September 2026

- Oracle
Database 19¢
STIG, V1R4

- O19C-00-016800 - Added Check text for
full-disk encryption.

01 April 2026

- Oracle
Database 19¢
STIG, V1R3

- 019C-00-000100, O19C-00-000200,
019C-00-000300, ©19C-00-001000, O19C-
00-001700, O19C-00-001800, O19C-00-
002000, - Updated Check and Fix to include
Multitenant (CDB/PDB) architecture.
Clarified Discussion.

- O19C-00-000500 - Updated Fix to state
Oracle Label Security is recommended.

- O19C-00-005600 - Corrected script in the
Check.

- 019C-00-005700 - Updated Check with a
global parameter. Added instructions to Fix
for moving the audit table, if necessary.

- O19C-00-009000 - Revised WITH
GRANT OPTION for non-DBA interactive

05 January 2026
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REVISION HISTORY

Revision
Number

Document
Revised

Description of Change

Release Date

- Oracle
Database 19¢
Revision
History,
V1R3

user or application accounts to limit use for
those that are documented and approved.

- O19C-00-007400, ©O19C-00-016000,
019C-00-016100, O19C-00-017400, O19C-
00-017600, O19C-00-018600 - Rule number
updated due to changes in content
management system.

- Changed “O19C-00-026500 - Added
requirement for a minimum of three redo
logs.” to “O19C-00-020600 - Added
requirement for a minimum of three redo
logs.” under 02 July 2025.

- Oracle
Database 19¢
STIG, V1R2

- 0O19C-00-014800, O19C-00-014900,
0O19C-00-015200, O19C-00-015400, O19C-
00-020400 - Updated SSL._VERSION to
acceptable setting.

- Rule numbers updated throughout due to
changes in content management system.

01 October 2025

- Oracle
Database 19c¢
STIG, V1R1

- O19C-00-000100, O19C-00-012000,
0O19C-00-012300, O19C-00-012400, O19C-
00-013900, O19C-00-019800 - Corrected
function name to
ORA12C_STIG_VERIFY_FUNCTION.

- O19C-00-008300 - Updated script to
exclude the “CREATE SESSION” privilege.
- O19C-00-008400 - Modified DBSAT
requirement to be more specific.

- O19C-00-008600, O19C-00-008700,
0O19C-00-009200, O19C-00-009300, O19C-
00-009400 - Altered requirement to include
non-CDB (single instance) databases,
Container (CDB) and Pluggable (PDBs)
databases.

- O19C-00-012500 - Combined with O19C-
00-018700.

- 0O19C-00-017600 - Rewotrked to check the
permissions granted to users by the operating
system.

- 0O19C-00-018700 - Removed requirement;
combined with O19C-00-012500.

- 019C-00-020500 - Added requirement for
2 minimum of three control files.

02 July 2025
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- O19C-00-020600 - Added requirement for
a minimum of three redo logs.
- Initial Release.
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