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REVISION HISTORY 
Document 

Revised Description of Change Release Date 

- Google 
Android 
COPE 14 
STIG, V2R5 

Google Android 14 COPE STIG, V2R6: 
- GOOG-14-009800 - Removed references to WPA2. 
- Requirements were updated throughout to reflect the change 
from DOD to DoW. 

30 September 
2026 

- Google 
Android 14 
COBO 
STIG, V2R5 

Google Android 14 COBO STIG, V2R6: 
- GOOG-14-009800 - Removed references to WPA2. 
- Requirements were updated throughout to reflect the change 
from DOD to DoW. 

30 September 
2026 

- Google 
Android 14 
COBO 
STIG, V2R4 

Google Android 14 COBO STIG, V2R5: 
- GOOG-14-013100, GOOG-14-013700 - Removed per CIO. 

13 May 2026 

- Google 
Android 14 
COPE 
STIG, V2R4 

Google Android 14 COPE STIG, V2R5: 
- GOOG-14-013100, GOOG-14-013700 - Removed per CIO. 

13 May 2026 

- Google 
Android 14 
COBO 
STIG, V2R3 
 

Google Android 14 COBO STIG, V2R4: 
- GOOG-14-008500, GOOG-14-008600 - Rule number 
updated due to changes in content management system. 
- GOOG-14-013000 - Updated Check and Fix. 

01 April 2026 

- Google 
Android 14 
COPE 
STIG, V2R3 

Google Android 14 COPE STIG, V2R4: 
- GOOG-14-008500, GOOG-14-008600, GOOG-14-008900 
- Rule number updated due to changes in content management 
system. 
- GOOG-14-013000 - Updated Check and Fix. 

01 April 2026 

- Google 
Android 14 
COBO 
STIG, V2R2 

Google Android 14 COBO STIG, V2R3: 
- GOOG-14-006700 - Added to list of prohibited apps: Apps 
that render TV shows and movies. 
- GOOG-14-013000 - Added requirement to - disable user 
from performing a factory rest of device. 
- GOOG-14-013100 - Added requirement to disable use of 
assistants (including Google assistant). 
- GOOG-14-013200 - Added requirement to disable wireless 
printing. 
- GOOG-14-013300 - Added requirement to disable screen 
capture. 
- GOOG-14-013400 - Added requirement for installation of 
Mobile Threat Detection (MTD) app. 
- GOOG-14-013500 - Added requirement to disable device 
camera unless approved by AO. 
- GOOG-14-013600 - Added requirement to disable Wi-Fi 
Aware in all Work Profile apps. 

01 October 2025 
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- GOOG-14-013700 - Added requirement to disable device 
Bluetooth unless approved by the AO. 
- GOOG-14-008500, GOOG-14-008600 - Rule numbers 
updated due to changes in content management system. 
- Removed Configuration Tables document. 

- Google 
Android 14 
COPE 
STIG, V2R2 

Google Android 14 COPE STIG, V2R3: 
- GOOG-14-006700 - Added to list of prohibited apps: Apps 
that render TV shows and movies. 
- GOOG-14-013000 - Added requirement to disable user from 
performing a factory rest of device. 
- GOOG-14-013100 - Added requirement to disable use of 
assistants (including Google assistant). 
- GOOG-14-013200 - Added requirement to disable wireless 
printing. 
- GOOG-14-013300 - Added requirement to disable screen 
capture. 
- GOOG-14-013400 - Added requirement for installation of 
Mobile Threat Detection (MTD) app. 
- GOOG-14-013500 - Added requirement to disable device 
camera unless approved by AO. 
- GOOG-14-013600 - Added requirement to disable Wi-Fi 
Aware in all Work Profile apps. 
- GOOG-14-013700 - Added requirement to disable device 
Bluetooth unless approved by the AO. 
- GOOG-14-008500, GOOG-14-008600, GOOG-14-008900 
- Rule numbers updated due to changes in content 
management system. 
- Removed Configuration Tables document. 

01 October 2025 

- Google 
Android 14 
COBO 
STIG, V2R1 

Google Android 14 COBO STIG, V2R2: 
- GOOG-14-006700 - Rule number updated due to changes in 
content management system. 
- GOOG-14-009500 - Updated Check and Fix Text with new 
procedures. 
- GOOG-14-009800 - Added hotspot password to training 
requirements. 

30 January 2025 

Google 
Android 14 
COPE 
STIG, V2R1 

Google Android 14 COPE STIG, V2R2: 
- GOOG-14-006700 - Rule number updated due to changes in 
content management system. 
- GOOG-14-009500 - Updated Check and Fix Text with new 
procedures. 
- GOOG-14-009800 - Added hotspot password to training 
requirements. 

30 January 2025 
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- Google 
Android 14 
COBO 
STIG, V1R1 

Google Android 14 COBO STIG, V2R1: 
- GOOG-14-006000, GOOG-14-006100, GOOG-14-007200 
- Updated based on NIST SP 800-53 Rev. 5 changes. 
- GOOG-14-006200 - Removed based on NIST SP 800-53 
Rev. 5 changes. 

24 July 2024 

Google 
Android 14 
COPE 
STIG, V1R1 

Google Android 14 COPE STIG, V2R1: 
- GOOG-14-006000, GOOG-14-006100, GOOG-14-007200 
- Updated based on NIST SP 800-53 Rev. 5 changes. 
- GOOG-14-006200 - Removed based on NIST SP 800-53 
Rev. 5 changes. 
 
- Because this is a major revision, version numbers were 
incremented to the next whole number. 
- Rule numbers updated throughout due to changes in content 
management system. 

24 July 2024 

- NA - Initial Release. 11 October 2023 

 


