UNCLASSIFIED

F5 BIG-IP TRAFFIC MANAGEMENT OPERATING
SYSTEM (TMOS) STIG
REVISION HISTORY

30 September 2026

Developed by F5 and DISA for the DoW

UNCLASSIFIED



UNCLASSIFIED

F5 BIG IP TMOS STIG Revision History
30 September 2026

DISA
Developed by F5 and DISA for the DoW

REVISION HISTORY
Document Revised Description of Change Release Date

- F5 BIG-IP TMOS FW | F5 BIG-IP TMOS FW STIG, V1R2: 30 September
STIG, VIR1 - F5BI-FW-300005 - Reparented requirement. | 2026

- F5BI-FW-300002, F5BI-FW-300020 - Rule

number updated due to changes in content

management system.

- Requirements were updated throughout to

reflect the change from DOD to DoW.
- F5 BIG-IP TMOS VPN | F5 BIG-IP TMOS VPN STIG, VIR2: 30 September
STIG, V1R1 - Requirements were updated throughout to 2026

reflect the change from DOD to DoW.
- F5 BIG-IP TMOS DNS | F5 BIG-IP TMOS DNS STIG, V1R2: 30 September
STIG, V1R1 - Requirements were updated throughout to 2026

reflect the change from DOD to DoW.
- F5 BIG-IP TMOS ALG | F5 BIG-IP TMOS ALG STIG, V1R4: 30 September
STIG, VIR3 - Requirements were updated throughout to 2026

reflect the change from DOD to DoW.

- F5 BIG-IP TMOS RTR
STIG, VIR1

F5 BIG-IP TMOS RTR STIG, V1R2:
- Requirements were updated throughout to
reflect the change from DOD to DoW.

30 September
2026

- F5 BIG-IP TMOS
NDM STIG, V1IR2

F5 BIG-IP TMOS NDM STIG, V1R3:

- F5BI-DM-300040, F5BI-DM-300046 -
Updated authentication server configuration
procedure to Check and Fix.

- Requirements were updated throughout to
reflect the change from DOD to DoW.

30 September
2026

~F5 BIG-IP TMOS ALG
STIG, VIR2

F5 BIG-IP TMOS ALG STIG, V1R3:

- F5BI-AP-300001 - Changed the Rule Title
and Discussion to refer to Max Sessions per
User.

- Rule numbers updated throughout due to
changes in the content management system.

01 July 2026

- F5 BIG-IP TMOS ALG
STIG, VIR1

F5 BIG-IP TMOS ALG STIG, VIR2:

- F5BI-AP-300155 - Added clarification note to
the Fix.

- F5BI-AP-300046, F5BI-AP-300158 -
Removed due to parent requirement removal.

- F5BI-AP-300159 - Edited capitalization in
discussion.

02 July 2025

- F5 BIG-IP TMOS
NDM STIG, V1R1

F5 BIG-IP TMOS NDM STIG, VIR2:

- F5BI-DM-300046 - Clarified that RADIUS,
or TACACS+ must be used for MFA from the
remote options list.

- F5BI-DM-300036 - Removed due to parent

requirement removal.

02 July 2025
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F5 BIG IP TMOS STIG Revision History DISA
30 September 2026 Developed by F5 and DISA for the DoW

- Rule numbers updated throughout due to

changes in the content management system.
- Initial Release. 26 September
2024
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