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- Microsoft Exchange
Client Access Servet,

V2R1

- Microsoft Exchange
2013 Edge Transport
Server, VIR5

- Microsoft Exchange
2013 Mailbox Setrver,

V2R2

Microsoft Exchange Client Access Server,
V2R2:

- EX13-CA-000160 - Updated requirement to
sunset STIG.

Microsoft Exchange 2013 Edge Transport
Server, VIRG:

- EX13-EG-000350 - Updated requirement to
sunset STIG.

Microsoft Exchange 2013 Mailbox Server,
V2R3:

- EX13-MB-000340 - Updated requirement to
sunset STIG.

- Rule numbers updated throughout due to
changes in content management system.

24 July 2024

Revision
Number

Document
Revised

Description of Change

Release Date

V2R2

- Microsoft
Exchange
Client
Access

Server,
V1R3

- Microsoft
Exchange
2013
Mailbox
Server,
V2R1

DISA migrated the Microsoft Exchange Client
Access Server STIG to a new content
management system. The new content
management system renumbered all Groups (V-
numbers) and Rules (SV-numbers). With the new
Group and Rule numbers, DISA incremented the
version number from V1IR3 to V2R1.

Microsoft Exchange Client Access Server:

- EX13-CA-000065, EX13-CA-000075, EX13-
CA-000080 - Updated to include default location
of audit logs.

- EX13-CA-000160 - Updated command to
output more complete information.

Microsoft Exchange 2013 Mailbox Server:

- EX13-MB-000060, EX13-MB-000070, EX13-
MB-000075 - Updated to include default location
of audit logs.

Edge Server, VIR5:

15 December
2021
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- No change with this release.

V2R1

- Microsoft
Exchange
2013
Mailbox
Server,
V1R6

DISA migrated the Microsoft Exchange 2013
Mailbox Server STIG to a new content
management system. The new content
management system renumbered all Groups (V-
numbers) and Rules (SV-numbers). With the new
Group and Rule numbers, DISA incremented the
version number from VIRG6 to V2R1.

Mailbox Server

- EX13-MB-000115 - Modified Rule Title, Check,
and Fix to be for internal receive connectors
instead of send connectots.

Client Access Server VIR3, Edge Server VIR5 :
- No changes this release.

22 January 2021

- Microsoft
Exchange
2013
Mailbox
Server,
V1R5

- Microsoft
Exchange
2013 Client
Access

Server,
V1R2

Mailbox Server

- V-69717 - Corrected check criteria for import-
module.

- V-69775 - Added additional criteria for
applicability.

- V-69975, V-69977 - Corrected registry key
setting.

Client Access Setrver

- V-69717 - Corrected check criteria for import-
module.

- V-69775 - Added additional criteria for

applicability.

24 January 2020

- Microsoft
Exchange
2013
Mailbox
Server,
V1R4

- V-69955 - Corrected Fix text to read $False.
- V-70043 - Clarified verbiage for allowed domains
when Auto Forwarding.

25 October 2019

- Microsoft
Exchange
2013
Mailbox
Server,
V1R3

- MS
Exchange
2013 Edge

Mailbox Server

-V-70061 - Updated Check content to include
availability statement.

-V-70063 - Removed this requirement.

Edge Server

- V-69813 - Updated Check content to mention
Smart Host does not need to be configured and
"DNSRoutingEnabled" must be set to "False".

26 April 2019
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Server

STIG, V1R4

- V-69927 - Updated Check content to include
availability statement.

V-69815, V-69789, V-69885, V-69887, V-69923, V-
69925 - Removed requirements.

- Microsoft
Exchange
2013
Mailbox
Server,
V1R2

- MS
Exchange
2013 Edge

Server

STIG, V1IR3

- Microsoft
Exchange
2013 Client
Access

Server,
V1R1

Mailbox Server

- V-69955 - Updated Check content by updating
"MessageTrackingl.ogSubjectloggingEnabled"
statement.

Edge Server

- V-69879 - Updated Check content to include SIPR
content.

- V-69789, V-69825, V-69883, V-69885, V-69887, V-
69909, V-69923, V-69925 - Requirements removed.

Client Access Server

- V-69719 - Updated Rule Title.

- V-69781 - Updated Check content and Fix text
by including additional ports.

25 January 2019

- MS
Exchange
2013 Edge

Server

STIG, VIR2

- V-69861, V-69863, V-69899 - Updated Check
content to include SIPR/EEMSG options.

26 October 2018

- Microsoft
Exchange
2013
Mailbox
Server,
V1R1

- V-69955, V-69957 - Cotrection to Check and Fix
content in sync regarding the Get-
TransportService Command.

- V-69997 - Correction to syntax of Get-Mailbox
criteria to validate Exchange email forwarding
restriction.

28 April 2017

- MS
Exchange
2013 Edge
Server

STIG, V1R1

- V-69875 - Modified to reflect .zip and .xml as no
longer needing to be blocked as email attachments.

27 January 2017

- Microsoft

Exchange
2013 STIG

- Initial Release.

25 July 2016
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