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Revision
Number

Document
Revised

Description of Change

Release Date

V4R5

- Database SRG,
V4R4

- SRG-APP-000427-DB-000385 - Updated
PKI/PKE link.

01 April 2026

V4R4

- Database SRG,
V4R3

- SRG-APP-000033-DB-000084, SRG-
APP-000211-DB-000122, SRG-APP-
000243-DB-000128, SRG-APP-000243-
DB-000373, SRG-APP-000243-DB-
000374, SRG-APP-000431-DB-000388,
SRG-APP-000514-DB-000381, SRG-
APP-000514-DB-000382, SRG-APP-
000514-DB-000383 - Updated for Zero
Trust.

- SRG-APP-000456-DB-000390 - Added
30-day requirement.

- SRG-APP-001035-DB-000323 - Added
vendor support requirement.
SRG-APP-000311-DB-000308, SRG-
APP-000313-DB-000309, SRG-APP-
000314-DB-000310 - Changed FOUO to
CUL

- SRG-APP-000456-DB-000400 -
Changed to NA.

28 October 2025

- Database SRG
V4R2

b

- SRG-APP-000109-DB-000049, SRG-
APP-000109-DB-000321 - Removed
requirement because it is not appropriate
to define at the enterprise level (DSPAV).
- SRG-APP-000389-DB-000372 - Added
requirement after remapping CCI based
on NIST SP 800-53 Rev. 5 updates.

- Rule numbers updated throughout due to
changes in content management system.

30 January 2025

- Database SRG,
V4R1

- SRG-APP-000428-DB-000386, SRG-
APP-000429-DB-000387 - Changed Data
at Rest requirement to a severity of CAT 1.

24 October 2024

- Database SRG,
V3R4

- SRG-APP-000164-DB-000401, SRG-
APP-000171-DB-000074, SRG-APP-
000378-DB-000365, SRG-APP-000381-
DB-000361, SRG-APP-000700-DB-
000100, SRG-APP-000705-DB-000110,
SRG-APP-000745-DB-000120, SRG-
APP-000795-DB-000130, SRG-APP-
000810-DB-000150, SRG-APP-000815-
DB-000160, SRG-APP-000820-DB-
000170, SRG-APP-000825-DB-000180,
SRG-APP-000830-DB-000190, SRG-

24 July 2024
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APP-000835-DB-000200, SRG-APP-
000840-DB-000210, SRG-APP-000845-
DB-000220, SRG-APP-000855-DB-
000240, SRG-APP-000860-DB-000250,
SRG-APP-000865-DB-000260, SRG-
APP-000875-DB-000280, SRG-APP-
000880-DB-000290, SRG-APP-000910-
DB-000300, SRG-APP-000915-DB-
000310, SRG-APP-000920-DB-000320,
SRG-APP-000925-DB-000330 - Updated
based on NIST SP 800-53 Rev. 5 changes.
- SRG-APP-000356-DB-000314, SRG-
APP-000356-DB-000315, SRG-APP-
000389-DB-000372 - Changed status to
NA based on NIST SP 800-53 Rev. 5
changes.

- SRG-APP-000456-DB-000400 —
Updated Check and Fix text to remove
incorrect language.

- SRG-APP-000456-DB-000390 — Fixed
punctuation.

- Because this is a major revision, version
numbers were incremented to the next
whole number.

- Rule numbers updated throughout due to
changes in content management system.

- Database SRG,
V3R3

- SRG-APP-000456-DB-000400 -
Changed requirement mapping from SI-2
to SA-22 CCI-003376.

- Rule numbers updated throughout due to
changes in content management system.

24 January 2024

- Database SRG,
V3R2

- SRG-APP-000176-DB-000068, SRG-
APP-000179-DB-000114, SRG-APP-
000224-DB-000384, SRG-APP-000514-
DB-000381, SRG-APP-000514-DB-
000382, SRG-APP-000514-DB-000383 -
Cryptographic modules should require
either FIPS 140-2 or FIPS 140-3
validation.

27 July 2022

- Database SRG,
V3R1

- SRG-APP-000023-DB-000001, SRG-
APP-000033-DB-000084, SRG-APP-
000133-DB-000198, SRG-APP-000164-
DB-000401, SRG-APP-000171-DB-

27 January 2022
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000074, SRG-APP-000172-DB-000075,
SRG-APP-000176-DB-000068, SRG-
APP-000178-DB-000083, SRG-APP-
000179-DB-000114, SRG-APP-000231-
DB-000154, SRG-APP-000456-DB-
000400 - Changed requirement to a
severity of CAT L.
- SRG-APP-000416-DB-000380 - Set
severity as CAT I with updated Check text.
V3R1 - Database SRG, | - DISA migrated the Database SRG to a 22 January 2021
V2R10 new content management system. The
new content management system
renumbered all Groups (V-numbers) and
Rules (SV-numbers). With the new Group
and Rule numbers, DISA incremented the
version number from V2R10 to V3R1.
- SRG-APP-000456-DB-000400 - Added
new requirement added to ensure DBMS
product is supported by the vendor.
- SRG-APP-000360-DB-000320 -
Corrected check text.
V2R10 - Database SRG, | - V-58059 - Update real-time alerts. 24 April 2020
V2R9
V2R9 - Database SRG, | - V-32366 - Removed user session 25 October 2019
V2R8 auditing.
V2R8 - Database SRG, | - Version number and release date 26 January 2018
V2R7 updated.
- V-32534 - Added not-a-finding statement
to Check
V2R7 - Database SRG, | - V61407 - Made the 365-day maximum 28 July 2017
V2R6 password lifetime for non-interactive
accounts explicit.
V2R6 - Database SRG, | - V61407 - Discussion: corrected a cross- | 27 January 2017
V2R5 reference to another requirement.
V2R5 - Database SRG, | - V32479, V32555, V32570, V32571, 28 October 2016
V2R4 V58179, V58181, V58021, V58183 -
Added acknowledgment that DBA may
have limited scope to address the issue,
and advice on how to proceed.
V2R4 - Database SRG, | - V32182 - Requirement deleted. 22 April 2016
V2R3 - V32183 - Requirement deleted.

- V32184 - Requirement deleted.
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- V32571 - Correction: "DBA approval”
changed to "appropriate approval.”

- V58043 - Requirement deleted.

- V58045 - Requirement deleted.

- V58047 - Requirement deleted.

V2R3 - Database SRG, | - V61407 - Requirement added. 22 January 2016
V2R2
- Database SRG | - Added Section 1.7, Product Approval
Overview Disclaimer.

V2R2 - Database SRG, | - V32347, V32375, V32442 - Misleading 24 July 2015
V2R1 mention of "group" accounts - changed to

- Database SRG
Overview

"shared".

-V32426 - Misleading mention of "group"
accounts - changed to "role".

V58071, V58073, V58075, V58077,
V58079, V58081 - Misleading mention of
"group" accounts - eliminated.

- Added Section 1.6.
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