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V2R3

- Canonical
Ubuntu LTS
16.04 STIG,
V2R2

- UTBU-16-010740, UTBU-16-010750,
UTBU-16-010760 - Updated the check
command to better isolate interactive users.
- UBTU-16-010000 - Updated the
requirement to allow for documented use of
the operating system if extended
maintenance support has been purchased.

- The operating system is no longer
supported under general maintenance
support by the vendor and the STIG has
been sunset.

23 April 2021

V2R2

- Canonical
Ubuntu LTS
16.04 STIG,
V2R1

- UBTU-16-020350 - Added missing "euid"
and "egid" definitions as needed.

- UBTU -16-020651 - Removed duplicate
requirement.

- UBTU -16-020460 - Corrected typo in
check and fix.

- UBTU -16-020560 - Added line to check
and fix to address 32-bit architecture.

- UBTU -16-020570 - Added a line to check
and fix to address 32-bit architecture.

- UBTU -16-020700 - Removed an
uncessary 32-bit architecture reference from
the audit rule.

- UBTU-16-030230 - Updated cipher order
from strongest to weakest in the check and
fix.

- UBTU-16-030240 - Updated MACs order
from strongest to weakest in the check and
fix.

- UBTU-16-030400 - Updated requirememt
to show the method in which the rule
handles ssh-based X11 forwarding.

- UBTU-16-030401 - Added requirement to
prevent remote hosts from connecting to the
proxy display.

22 January 2021

V2RI

- Canonical
Ubuntu LTS
16.04 STIG,
VI1RS

- DISA migrated the Canonical Ubuntu
16.04 LTS STIG to a new content
management system. The new content
management system renumbered all Groups
(V-numbers) and Rules (SV-numbers).
With the new Group and Rule numbers,

23 October 2020
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11313‘1,11::)2: Dlgzg;?:;t Description of Change Release Date
DISA incremented the version number from
VIRS to V2RI1.
- UBTU-16-030900 - Updated the
requirement to use CCI-001241.
- UBTU-16-030910 - Updated the
requirement to use CCI-001240.
VI1R5 - Canonical | - V-75659 - Updated the requirement to 24 July 2020
Ubuntu allow for demonstrated off-loading
16.04 LTS capabilities.
STIG, VIR4
V1R4 - Canonical | - V-75437 - Removed references to specific | 24 April 2020
Ubuntu graphic display managers and changed
16.04 LTS "GUI" to graphical user interface to reduce
STIG, VIR3 | possible confusion.
- V-75603 - Corrected an incorrect file path
in the fix command.
- V-75813 - Updated the requirement to
reference the chrony service and
configurations.
- V-90351 - Added unlock time
requirement.
- V-90363 - Added /usr/bin/su aduit rule
requirement.
- V-90353 - Split requirement and changed
ClientAliveCountMax value to 0.
VIR3 - Canonical | - V-99009 - Added a requirement that the 24 January 2020
Ubuntu “pam_pwquality” module is installed and
16.04 LTS configured.
STIG, VIR2 | - V-98989 - Added new requirement for the

configuration of “PermitUserEnvironment”.
- V-75471 - Updated the check for the
“PAS MIN DAYS” parameter.

- V-75691, V-75693, V-75697, V-75699,
V-75707, V-75755, V-75759, V-75761,
V-75765, V-75767, V-75769, V-757717,
V-75781, V-75783, V-75785, V-75787,
V-75789, V-80969 - Removed the “arch="
configuration from the audit rule.

- V-75709, V-75711, V-75713 - Removed
the requirement because it is a symlink to
V-75715.
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- V-75479 - Updated the Rule Title to better
reflect the requirement. Updated the check
to look for all instances of “nullok™.
Updated the fix to reference all instances of
“nullok”.

- V-75495 - Updated the check command to
also look in the systemd directory and
uncommented configuration lines. Updated
the finding statement to support the check
command.

- V-75505 - Corrected a typo in the fix text
to read ““set superusers”.

- V-75507 - Corrected a typo in the check
and fix text that listed an incorrect file path
for grub.cfg.

- V-75523 - Corrected a file path typo to
read ““/etc/default/aide” in the check and fix.
- V-75541 - Removed references to
graphical user interfaces from the
requirement.

- V-75583 - Removed the requirement
because it is a duplicate of V-75513.

- V-75635 - Updated the CCI and list of
satisfied SRG requirements.

- V-75695 - Added the “mount” command
as an audit rule to the requirement.

- V-75757 - Removed the requirement
because it is a symlink to V-75755.

- V-75797 - Updated the Rule Title.

- V-75825 - Removed the “=" sign from the
banner config to be consistent with other
STIGs.

- V-75833 - Removed the
“PermitUserEnvironment” from this
requirement and added it as a standalone
requirement.

- V-75895, V-75897 - Updated the
requirement to identify any tftpd package
that might be installed.

- V-80957 - Updated the requirement to use
“graphical user interface” in place of GUI.
Added a note to the fix text.
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- V-80963 - Merged the requirement with
V-75635.

- Canonical
Ubuntu
16.04 LTS
STIG, V1R1

- V-75503 - Added important compliance
information to the note in the Fix text.

23 April 2019

- N/A

- Initial release.

23 July 2017
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