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REVISION HISTORY

Revision
Number

Document
Revised

Description of Change

Release Date

V1R9

- Apple
macOS 12
STIG, V1R8

- APPL-12-999999 - Added requirement to
sunset STIG.

- Rule numbers updated throughout due to
changes in content management system.

24 July 2024

- Apple
macOS 12
STIG, VIR7

- APPL-12-000011 - Removed requirement to
disable SSHD.

- APPL-12-000054, APPL-12-000055, APPL-
12-000056 - Updated the severity, rule title,
vulnerability discussion, check, and fix text to
incorporate Apple's macOS security
configurations.

- APPL-12-000057 - Added FIPS SSH client
cipher requirement to incorporate Apple's
macOS security configurations.

- APPL-12-000058 - Added FIPS SSH client
MAC s requirement to incorporate Apple's
macOS security configurations.

- APPL-12-000059 - Added FIPS SSH client
key exchange algorithm requirement to
incorporate Apple's macOS security
configurations.

- APPL-12-002020 - Updated check text to
remove irrelevant content.

- APPL-12-002069 - Updated parent SRGID,
title, and discussion to align with the
requirement.

- Updated Restrictions_Policy.mobileconfig
to reflect changes to APPL-12-002020.

25 October 2023

- Apple
macOS 12
STIG, VIR6

- APPL-12-002068 - Updated check and fix
text.

26 July 2023

- Apple
macOS 12
STIG, V1R5

- APPL-12-000051 - Updated vulnerability
discussion and check text to reflect changes
in the openssh implementation.

- APPL-12-000052 - Updated rule title,
vulnerability discussion, check, and fix text to
reflect changes in the openssh
implementation.

27 April 2023

- Apple
macOS 12
STIG, VIR4

- APPL-12-000003, APPL-12-005050 -
Updated Check text finding statement.

26 January 2023
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- APPL-12-005051 - Updated verbiage
throughout to accommodate approved
external devices.

- Fixed typo in the
Restrictions_Policy.mobileconfig
"SkipUnlockWithWatch SetupAssistant"
property and updated to reflect APPL-12-
005051.

- Rule numbers updated throughout due to
changes in content management system.

- Apple
macOS 12
STIG, V1IR3

- APPL-12-000024, APPL-12-000051, APPL-
12-000052, APPL-12-000053, APPL-12-
001100 - Updated check text to include
sshd_config.d directories.

27 October 2022

- Apple
macOS 12
STIG, V1R2

- APPL-12-000054, APPL-12-000055, APPL-
12-000056 - Updated Check text.

- APPL-12-005056 - Corrected typo in Check
text.

27 July 2022

- Apple
macOS 12
STIG, V1R1

- APPL-12-002062 - Changed SRG-OS-
000481-GPOS-000481 to SRG-OS-000481-
GPOS-00481 to align with SRG ID naming
convention.

27 April 2022

- NA

- Initial Release.

26 January 2022
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