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REVISION HISTORY 
Revision 
Number 

Document 
Revised Description of Change Release Date 

V1R4 Amazon 
Linux 2023 
STIG, V1R3 

- AZLX-23-001040 - Separated Check and 
Fix commands for ensuring rsyslog is active 
and persistent. 
- AZLX-23-001041 - Added separate 
requirement to ensure rsyslog is active and 
persistent. 
- AZLX-23-001280 - Removed duplicate 
requirement. 
- AZLX-23-002075 - Updated encryption 
technology to the OpenSSL TLS (ossl) driver 
throughout. 
- AZLX-23-002240 - Updated 
/etc/audit/rules.d/audit.rules permissions 
from 0640 to 0600. 
- AZLX-23-002350 - Added directory to 
check for system commands. 
- AZLX-23-002396 - Updated Rule Title to 
reflect 10-minute timeout. 
- AZLX-23-002595 - Updated requirement to 
specify socket. 

01 July 2026 

V1R3 Amazon 
Linux 2023 
STIG, V1R2 

- AZLX-23-000050 - Added requirement to 
enable FIPS mode. 
- AZLX-23-000320 - Updated Check to 
include note for systems using NFS. 
- AZLX-23-001040 - Rule number updated 
due to changes in content management 
system. 
- AZLX-23-001060 - Added instruction 
verbiage to Fix. 
- AZLX-23-001065 - Updated requirement to 
use systemd timers. 
- AZLX-23-001080 - Corrected typo in Title. 
- AZLX-23-001085, AZLX-23-001275, 
AZLX-23-002215, AZLX-23-002275, AZLX-
23-002560, AZLX-23-002570 - Removed 
duplicate control. 
- AZLX-23-001105 - Added NA note to 
libreswan installation control. 
- AZLX-23-001195, AZLX-23-001205, 
AZLX-23-001210, AZLX-23-001285 - 
Upgraded Severity to CAT 1. 

01 April 2026 
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REVISION HISTORY 
Revision 
Number 

Document 
Revised Description of Change Release Date 

- AZLX-23-001200, AZLX-23-001260, 
AZLX-23-001265 - Removed redundant 
requirement. 
- AZLX-23-001206 - Added requirement to 
configure SSH Client ciphers for defense-in-
depth. 
- AZLX-23-001211 - Added requirement to 
configure SSH Client MACs for defense-in-
depth. 
- AZLX-23-001270 - Updated Severity and 
Parent SRGID. 
- AZLX-23-001286 - Added requirement to 
implement DOD-approved encryption in the 
bind package. 
- AZLX-23-002000 - Updated the Standard 
Banner for consistency with other 
requirements. 
- AZLX-23-002035 - Updated Fix typo to 
include “%”. 
- AZLX-23-002420 - Updated Check to 
include the “/etc/pam.d/system-auth” file. 
- AZLX-23-002465 - Removed NA note. 
- AZLX-23-002475 - Added CCI and added 
Fix example. 
- AZLX-23-002565 - Added CCI and 
updated Check and Fix to cleaner format. 
- AZLX-23-002590 - Corrected finding 
statement in nosuid requirement. 

V1R2 Amazon 
Linux 2023 
STIG, V1R1 

- AZLX-23-000130 - Added release 
information to Discussion. 
- AZLX-23-001040 - Replaced duplicate 
Check command with correction. 
- AZLX-23-001240 - Fixed grammatical error 
in Discussion. 
- AZLX-23-002290 - Updated Check and Fix 
for library files permissions update. 
- AZLX-23-002295 - Updated Check and Fix 
for library files ownership update. 
- AZLX-23-002300 - Updated Check and Fix 
for library files group ownership update. 
- AZLX-23-002510 - Changed 
StopIdleSessionSec to 10 minutes of 
inactivity. 

05 January 2026 
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Revision 
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Revised Description of Change Release Date 

- AZLX-23-002500, AZLX-23-002505 - Rule 
number updated due to changes in content 
management system. 

V1R1 - NA - Initial Release. 14 July 2025 

 


